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Subtask Order 2.5

	Subtask Order Title

JSC Public Key Infrastructure (PKI) Registration Authority (RA)


1. Scope of Work

The Contractor shall provide the Government with expertise on existing and emerging JSC Information Technology (IT) security technologies, local area networks and workstation systems.  The contractor will work with customer organizations to satisfy JSC security requirements.  This work may include developing secure networking alternative solutions, implementing or monitoring the implementation of these solutions, and processing customer applications for electronic credentials and providing support for customers using PKI technology.

2. Performance Standards

· The Contractor shall comply with JSC policy regarding use of the JSC Intranet.

· The Contractor shall ensure that ISD management approves all information-disseminated external to ISD.

· The Contractor shall ensure that information is provided within schedule guidelines.  Schedules will be coordinated and negotiated with the JSC Subtask Manager.
3.  Task Descriptions

Specifically, the Contractor shall:

· Provide expertise (based on at least one year’s experience) in local area network operations and implementation, Windows/Windows NT operation, or (at least six months) with Public Key Infrastructure (PKI) or related IT security technologies.

· Administer PKI digital certificates to JSC personnel in accordance with JSC PKI practices and policies.

· Administer the RA workstations including making proper backups and installing needed software.

· Maintain a thorough understanding of existing and emerging IT security technologies in order to help develop connectivity solutions or perform operational requirements to implement customer’s requirements.

· Support the various review boards to provide status of the project implementation and ensure all project tasks are meeting milestones.

Subtask Order 2.5

	Subtask Order Title

JSC Public Key Infrastructure (PKI) Registration Authority (RA)


· Provide experience in working with a large (at least 1,000 user) customer base and working with multiple independent organizations to effect resolution of problems.

· The following targets are assigned to measure Task progress:

Metric




Per Workweek 
% Completed
PKI Digital Certificate Requests processed

100


PKI Authorization Code Forms Issued


100

PKI Certificate Recovery Requests processed

20

PKI Certificate Revocation Requests processed

10

PKI Certificate Suspension Requests processed


   80% within 1 day

PKI Domain Name Change Requests processed


   80% within 1 week PKI User Questions Answered



               80% within 1 hour

PKI User Problems Resolved




   80% within 1 day

PKI RA Workstation Backups Completed


4
4. Special Requirement

· The personnel performing work in this task must obtain, as a minimum, a “Confidential” security clearance and adhere to the JPG 2810 documents (current version).  This includes but is not limited to the JSC I/T Security Handbook and the JSC I/T Security Practices Directives.

5.
Allocated Costs  

Direct Labor Cost:
$171,735.78 NTE


Other Direct Costs (ODC)
see attached
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