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To implement the above, the following action is taken:

Paragraph 35.  STATEMENT OF WORK is hereby deleted in its entirety and replaced with the following:

1.  “35.
STATEMENT OF WORK


A.
Introduction

The NASA Johnson Space Center (JSC) requires contractor support in the assessment, definition, planning and implementation of engineering computing (desktop/server) and network environments.  In support of these objectives, the contractor shall provide services to perform Hardware and Software requirements definition, design, testing, implementation management and subsequent configuration management pertaining to PC, Macintosh and UNIX Systems.  The contractor shall provide oversight and technical review of system specifications and documentation for quality assurance.  The contractor shall provide design, installation and system administration services for organizations located in on-site JSC facilities and provide IT liaison support for NASA International Partners Offices.  The contractor shall provide technical and administrative support for requirements definition that include implementation plans, integrated planning, documentation and validation of critical computing/network environment needs and coordination and administration of SR, Facility, and Property Processes.  The scope of this support includes, but is not limited to, the following activities:  determine and coordinate desktop/server computing and network resource requirements; define and assess critical non-standard computing and networking hardware and software requirements; define and/or assess desktop software and/or hardware requirements for individual organizations in support of programmatic tasks, schedules and milestones; develop and support proposed relocation plans, as required; support computing/network issue definition, impact assessment, proposed resolution and implementation consultation; provide overview training and/or familiarization on hardware and software architectures and IT solutions, as required; provide non-standard hardware/software implementation technical validation; develop capacity planning of computing and network requirements which includes maintenance support of the planning data repository; provide periodic technical assessments/testing in support of Automatic Information System (AIS) Security Plan; Service Requests (SR) Coordinator; Facility Coordinator; and Property Coordinator.


The Computing Environment Support Contractor will perform specific complex technical, management support and general administrative tasks, as defined in the following sections.


B.
Desktop/Server Computing and Network Environment Requirements Definition,


Problem Assessment and Resolution, and Integration Support


B.1
The contractor shall investigate and determine specific unique computing 





and networking utilization requests/requirements, which support the 




successful accomplishment of tasks, schedules and milestones.  Utilization




requests/requirements shall be stored and maintained electronically.



B.2
The contractor shall define, coordinate and document individual JSC 




organizations critical and non-standard computing and networking 
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hardware and software requirements.  Requirements shall be stored and maintained electronically.



B.3
The contractor shall provide integrated technical assessment and validation 




of defined computing/networking hardware and software requirements.  




Assessment/validation results shall include appropriate rationale and




recommendations to support review and implementation planning.




Assessment/validation data shall be stored and maintained electronically.



B.4
The contractor shall provide problem assessment and shall monitor or perform




problem resolution as appropriate.


C.
Computing/Network Environment Integrated Planning and Implementation/Validation


Support


C.1
The contractor shall develop and coordinate individual organization(s)




computing and network requirement implementation plans, including




proposed relocation plans, as required.  The contractor shall support the




coordination of non-standard hardware and software plans and implementations




between the JSC and other NASA Information Technology (IT) organizations, as




required.



C.2
The contractor shall support overview training and consultation for the 




implementation  of non-standard computer/network products or services, as




required.



C.3
The contractor shall support computing/network issue definition and impact




assessment.  The contractor shall provide proposed issue resolutions and




implementation plans.



C.4
The contractor shall support JSC Computer Security Officials (CSO) in




performing periodic technical assessments, security testing of computer




systems and updates for JSC Computer Security Plans.



C.5
The contractor shall perform evaluations of specific unique, non-standard




computing/networking software products identified by NASA and prepare 




evaluation reports, as requested by the NASA Technical Monitor.



C.6
The contractor shall provide technical consultation and support on IT 




pathfinders, as identified by NASA.



C.7
The contractor shall provide system administration for NT servers located 




on-site JSC.  This support includes, but is not limited to:  ID administration




and folder setup for server access, data transition among servers, creation/




deletion of network printer queues, daily incremental servers backups and




weekly full backups for servers, weekly server(s) virus scans and user
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problem identification/resolution with server(s), and technology upgrades




(hardware/software).  Also, the contractor will provide Disaster Recovery




Implementation Plans in support of NT servers at start of support contract.




Detail virus scanning reports (electronic format) will be available to NASA




as required.



C.8
The contractor shall maintain and update (as required) NT Server Capacity




and Printer Plans in electronic format.  Plan updates will be provided to JSC




organization as required.


D.
Office Computing/Networking Environment Documentation and Data Maintenance and



Administrative Support


D.1
The contractor shall provide administrative support to definition and maintenance

of computing/networking requirements such as Service Requests (SR’s), Organizaitonal annual Information Technology Plans and Schedules and Information Services/Information Technology Task Agreements.  In addition, IT issues and issue resolution tracking, and technical and management reports will be provided, as required.  Electronic formats will be used unless specified 

differently.



D.2
The contractor shall participate in miscellaneous MIS internal and external

meeting and reviews and provide recommendations and guidance to improve MIS products and services.  These meetings will include formal structured meeting such as the IS Analysis and Integration Team and the Information Technology Steering Committee meetings as well as meetings that focus on special concerns.


E
System Administrator Security Certification Program



In addition to any other requirement of this contract, all individuals who perform tasks as a system administrator or have authority to perform tasks normally performed by system administrator shall be required to demonstrate knowledge appropriate to those tasks.  This demonstration, referred to as the NASA System Administrator Security Certification, is a NASA funded two-tier assessment to verify that system administrators are able to –



1.
Demonstrate knowledge in system administration for the operating systems for 




which they have responsibility.



2.
Demonstrate knowledge in the understanding and application of Network and




Internet Security.



Certification is granted upon achieving a score above the certification level on both an Operating System test and the Network and Internet Security Test.  The Certification earned under this 
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process will be valid for three years.  The criteria for this skills assessment has been established by the NASA Chief Information Officer.  The objectives and procedures for this certification can by obtained by contracting the IT Security Awareness and Training Center at (216) 433-2063.


A system administrator is one who provides IT services, network services, files storage, web services, etc. to someone else other than themselves and takes or assumes the responsibility for the security and administrative controls of that service or machine.  A lead system administrator has responsibility for information technology security (ITS) for multiple computers or network devises represented within a system; ensuring all devices assigned to them are kept in a secure configuration (patched/mitigated); and ensuring that all other system administrators under their lead understand and perform ITS duties.  An individual that has full access or arbitrative rights on a system or machine that is only servicing themselves does not constitute a “system administrator” since they are only providing or accepting responsibility for their system.  An individual that is only servicing themselves is not required to obtain a System Administrator Certification.”  

2.
In consideration of the modification agreed to herein as full and complete equitable adjustment for the changes set forth herein, the Contractor hereby releases the Government from any and all liability under this contract for further equitable adjustments attributable to such facts or circumstances giving rise to these changes.

