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Subtask Order 2.3

	Subtask Order Title

JSC Firewall Technologies, Local Area Networks, and Remote Communications Systems Support


1.  Scope of Work

The Contractor shall provide the Government with expertise of existing and emerging JSC Firewall technologies and JSC Information Technology (IT) security technologies, local area networks, workstations, and remote communications systems.  The Contractor will work with customer organizations to satisfy JSC security requirments.  This work may include developing secure networking alternative solutions, sponsoring the organization at the Center’s Network Access Control Board and implementing or monitoring the implementation of these solutions.  It may also include providing support for customers using PKI technology.

2.
Performance Standards

· The Contractor shall comply with JSC policy regarding use of the JSC intranet.

· The Contractor shall ensure that all information disseminated external to ISD is approved by ISD management.

· The Contractor shall ensure that information is provided within schedule guidelines.  Schedules will be coordinated and negotiated with the JSC Subtask Manager.

3.
Task Descriptions

Specifically, the Contractor shall:

· Provide expertise (at least two-year’s experience) in local area network operations, implementation, or design (preferred) or experience (at least six month’s) with Checkpoint or Solstice Firewall-1 administration.

· Provide expertise in Windows/Windows NT operation, or (at least six months) with Public Key Infrastructure (PKI) or related IT security technologies.

· Meet with technical managerial and computer security personnel from customer organizations to understand and report on detailed computer network connectivity requirements.

· Maintain a thorough understanding of existing and emerging firewall and IT security technologies in order to develop connectivity solutions or perform operational requirements to implement customer’s requirements.

Subtask Order 2.3

	Subtask Order Title

JSC Firewall Technologies, Local Area Networks, and Remote Communications Systems Support


· Support the various review boards to defend project design alternatives, obtain “authority to proceed,” provide status of the project implementation, and ensure all project tasks are meeting milestones.

· Provide experience in working with a large (at least 1,000 user) customer base and working with multiple independent organizations to effect resolution of problems.

4.    Special Requirement

· The personnel performing PKI tasks must obtain, as a minimum, a “Confidential”  security clearance and adhere to the JPG 2810 documents (current version).  This includes but is not limited to the JSC I/T Security Handbook and the JSC I/T Security Practices Directives.

4.
Allocated Costs


Direct Labor: 
$461,164.78



Other Direct Costs (ODC):
see attached
Task Order Attachment

Security Subtasks – Other Direct Costs (ODCs) Pool

Allocated Other Direct Costs (ODC) Pool - $31,999.99 NTE

Security Subtasks

2.3
JSC Firewall Technologies, LANS, & Remote Communications Systems Support

2.6
Office of the Chief Information Officer

ODC includes, but is not limited to, pagers, cell phones, training, and travel for non-routine applications, projects, and tools.  Each ODC will be approved by the Subtask Manager and the Contracting Officer’s Technical Representative (COTR) prior to expenditure.
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