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	The purpose of this modification is to amend the Core Computer Systems (CCS) effort as reflected in the Performance Based Contract Statement of Work, Part III.  The applicable TWP is MHEPEVCVX.
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       1.0 CORE COMPUTER SYSTEMS (CCS)  (MHEPEVCVX)
The Contractor shall provide information technology (IT) management and services for computer hardware and software systems and networks within NASA/JSC Offices/Divisions under the SEAT Contract.  The specific list of systems, applications, networks, and IT Security documentation, which define the content of services provided, and the CCS master schedule, shall be controlled by a CCS Configuration Control Board (CCB).  The contractor shall provide:

1.1 Requirements definition and analysis and service center services (e.g., Help Desk, problem tracking, IT Security) for the CCS subtasks.

1.2 Systems management and administration of host, UNIX, Windows (e.g., NT, Windows 2000), or other operating systems based analytical, engineering, and scientific processing computer systems and applicable major software applications.  

1.3 Engineering and maintenance of network elements (e.g., firewalls, routers, switches, cables) within laboratories and other specialized facilities and provide network engineering for customer service requests.

1.4 Database administration, software systems administration, and configuration management of major software applications independent of computing system platforms described above.

1.5 Development and maintenance of a TWP tracking tool and SEAT contract related information.

All contractor personnel who perform tasks as a system administrator or have authority to perform tasks normally performed by a system administrator shall be required to demonstrate knowledge appropriate to those tasks. This demonstration, referred to as the NASA System Administrator Security Certification, is a two-tier assessment to verify that system administrators are able to: 1) demonstrate knowledge in system administration for the operating systems for which they have responsibility; and 2) demonstrate knowledge in the understanding and application of Network and Internet Security.

 

Certification for the lead system administrators is granted upon achieving a score above the certification level on both an Operating System test and the Network and Internet Security Test.  The Certification earned under this process will be valid for three years.  The criteria for this skills assessment has been established by the NASA Chief Information Officer.  The objectives and procedures for this certification can be obtained by contacting the IT Security Awareness and Training Center at (216) 433-2063.   

 

A system administrator is one who provides IT services, network services, files storage, web services, etc. to someone else other than themselves and takes or assumes the responsibility for the security and administrative controls of that service or machine.  A lead system administrator has responsibility for information technology security (ITS) for multiple computers or network devices represented within an onsite system; ensuring all devices assigned to them are kept in a secure configuration (patched/mitigated); and ensuring that all other system administrators under their lead understand and perform ITS duties.”

The baseline Technical work Plan is contained in MHEPEVCVX.
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